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The Information Technology Act 2000

Chapters Il, VI, VII and VIII says about Digital
Signature

Chapters Ill and IV exclusively deal with electronic
records.

Chapter V introduces the concept of secure
electronic records , secure digital signatures and its
security procedure.

Chapter IX and Xl enumerates Offences and Penalties

Chapter X - Cyber Regulations appellate Tribunal, its
constitution, powers and functions.

Chapter XIll - residuary matters like police powers,
removal of difficulties, power to make rules and
regulations, amendment to various enactments, etc.
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Ministry of Communications
& Information Technology

Government of India

6, CGO Complex, Electronics Niketan

C: CONTROLLER OF CERTIFYING AUTHORITIES
Lodhi Road, New Delhi - 110003
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Resources Support Repository ContactUs

The maximum time limit for DC suspension/revocation re

Pls read carefully Encryvption Key Backup Procedure

View DSC Fee Structure  Download DSC Bequest Form Download Smart CardTUSB eToken Driver

Download Certificate chain

NOTICE:Implementation of Interoperability Guidelines for Digital Signature Certificates (D5C) issued under Information
Technology Act. 2000

It is to bring to the notice of all concemed that NICCA would start issuing DSC as per new certificate profile as laid down in the

Interoperability Guidelines upon commuication from CCA. All application vendors are requested to test their application with new

certficates(DEC) which can be downloaded from here:  3HA256 with 2048 Tmist Chain

*E% :"I-OTICE *E*
All CARA Administrators/Officers are required to get issued fresh DSC with SHA256/2048 bits for their ROLE CARDS on immediate
hasis because existing DSC cards with SHAT will not work for DSC issuance. Pls send vour request immediately to NICCA Delhi. Those
who have already issued SHA256 card NEED NOT to request fresh DSC for their Role cards. (Pls update your client to JRE 6) Download
JEE 6 {32 bit)
FAQs for DLL to select RAA & CAOQO card/tolcen
Prereguisites for Tolcen Installation

As per CCA directives:
From 1st January 2012, NICCA shall issue DSC with Signature Algorithm SHA256 with 2048 bits key strength only.

" Login

Member Login

Administrator Login

More

Instranctinns for Thoital Certificate Farolment:
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Type of file:  Personal Information Exchange (pfix)

Opens with: @ Crypto Shell Edensions I Change...
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Certificate Import Wizard

ﬂ{iediﬁcat& Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

<Back |} Mext> | [ Cancel
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File to Import
Spedfy the file you want to impart,

File name:

\MyCertificate\DSCertificates\NARAYANAN MAMPOCOTHIRI G.pfx Browse...

Mote: Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7B)

Microsoft Serlallzed Certificate Store (,55T)

Learn more about cerfificate file formats

[ < Back ][ Mext = ][ Cancel
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Certificate Import Wizard

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong priva v protection. You will be prompted every time the
Enable str ivate ke tection. ¥ il b ted time th
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,

[/|Indude all extended properties.:

Learn mare about protecting private keys
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Certificate Import Wizard I&

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a lacation for

< Back ][ Mext = ][

.nj]@o 4

the certificate.

@ putomatically select the certificate store based on the type of certificatel

(71 Place all certificates in the following store

Browse...

Learn mare about certificate stores

< Back ][ Mext = ] [ Cancel
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Completing the Certificate Import
Wizard

P The certificate will be imported after you dick Finish.

C—:-:;]fjd You have spedfied the following settings:

(8= )l 0] lmi=e| Automatically determined by t

Content PFX
File Mame Fi{MyCertificate\DSCertificate

4 T I

[ < Back ][ Finish ][ Cancel ]
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| General | Security I Privacy | Content | Connections | Programs | Aduanced|

Parental Controls
\% Control the Internet content that can §
-

be viewed.
Content Advisor
@ Ratings help you control the Internet content that can be
(o vy viewed on this computer,
@poleal  Content agom [ enabe... ) settngs
(41 . g 73 )
soenleeal  Certificates agom Certficates
IUse certificates for encrypted connections and identification.
6T)_I§6TT3 6)(0)(06)61010) G EH3h A
[ Clear 551 state ] [ Certificates ] [ Publishers ]
AutoComplete
= AutoComplete stores previous entries [ Settings ]
31 on webpages and suggests matches
for you.

Feeds and Web Slices

E Feeds and Web Slices provide updated [ Settings ]
content from websites that can be

read in Internet Explorer and other

programs.

Ok ] [ Cancel Apply
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Intended purpose:

Personal |D1.’r1er People | Intermediate Certification Authorities I Trusted Root Certification) * | *

Issued To

5 MARAYAMAM M... SafeScrypt sub-CA for RCAI Class 2 2012

Expiration Date

1|

L

[ Impaort... ” Export... H Remove

Certificate intended purposes

<All=

Learn more about certificates
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